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About ET Firewall Thrive

Secure Network with Reliable Firewall

ET Firewall is a hardware firewall that can protect
IT network infrastructure, provides a reliable
security system, and can be adjusted according
to specific network security needs.
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Why Choose ET Firewall? Thrive

Ensuring the security of cyber
infrastructure does not need to be
a complex task. You just need the
right tools.

The four advantages of ET Firewall make it the
best choice for protecting your network
infrastructure.

1. Easytouse
Complete security features

Tough and reliable

P ® BN

The best solution to secure the network
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Target ET Firewall?

Thri3e

Ordinary users or home users who have
several devices (computers, gaming
consoles, CCTV cameras, alarms, etc.)
connected to the internet.

Business owners, government organizations,
and educational institutions that have large
IT infrastructures and manage servers from
specific locations.

IT service providers who serve customers and
find solutions to maintain network security,
public and private clouds.
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Stateful Packet Hisense =
Inspection (PSI) Firewall / Netify FWA / Status 2}

Status  Applications Protocols  Whitelist

Complete Rules Configuration —_—
ET Firewall is very easy to configure, and you o T e
can start making settings to manage traffic PE——— - Uptime P—p——
on the network Recently Blocked 0 Total Blocked 28
Application/Protocol “  Action Flows Last Event -
% WhatsApp Block 15 12/04/19 16:34:02
H Facebook Block 13 12/04/19 16:33:31
Showing 1 to 2 of 2 entries < Previous | 1 | Next >
pfSense Netgate. View license.



Firewall / Rules/ LAN =wEe

Floating WAN LAN GUESTNETWORK

Rules (Drag to Change Order)

( States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 11548 MiB * * *  LANAddress 443 * * Anti-Lockout Rule &
80
O X 0/08 IPvd * * * 17545.187.98  * * none Block Specific IP 3, 00m
O + 41/41280MiB  IPva* LANnet * * * * none Default allow LAN to any rule $,00m
O  0/08B IPV6* LANnet * * * * none Default allow LAN IPV6 to any rule 2,00

£ £ D G

Open or Block Access from Certain
Sources

Network administrators can open (pass), block
(block), or reject (reject) traffic in the network, using
the menu available in the ET Firewall software
included in the sales package.

Thrive

Firewall / Rules/ WAN NAT = E e
pfBlockerNG
Floating WAN LAN GUESTNETY  Rules
S— les
( States  Protocol  Source stination  Port Gateway  Queue Schedule  Description Actions
X o0/08B * RFC 1918 networks Block private networks f o]
X 0/08 * Reservi Block bogon networks Ee]

) X O

Easily Add and Change Firewall Rules

Administrators can add, modify, and edit rules

using the easy-to-understand ET Firewall software
interface.



Stateful Packet GeolP Blocking Anti Spoofing

Time-Based Connection
Inspection (PSI)

o@
Rules Limits Thrive

Rules (Drag to Change Order)

Duplicate Rul
(=] States Protocol Source  Port Destination Port Gateway Queue Schedule Description Actions u p I ca e u es
v 1/15.68 MiB * * * LAN Address 443 * * Anti-Lockout Rule E o] o
o Through One Click
0O X 0/7808 IPv4 * i x 175.45.187.98 none Block Specific IP ﬁ
+ 10/413.33MiB IPv4 * LANnet * none Default allow LAN to any rule m Y
ou can use the same rules for
0O v 0/08 IPv6 * LANnet * none Default allow LAN IPv6 to any rule o

different kinds of traffic
settings.
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection

Th X
Inspection (Psi) Rules Limits rive

GeOI P B I oc ki n g Firewall/ pfBlockerNG / IP/ IPv4 o

Block Traffic Based on Location P e o

and IP r——

When enabled, administrators can prevent ErverName (Max24 characters) s Descrgrion. @
suspicious traffic from entering the network,

using a set of blocking settings based on gl
location and IP address. e e

AF [ Afghanistan |

[enings PRI
AG [ Antigua and Barbuda |
AG_rep [ Antigua and Barbuda |
Al [ Anguitia |
Alrep [ Anguilla )
AL [ Aibania |

Update Frequency AL_rep [ Albania ]
AM [ Armenia )

Action

e Order option

AM_rep [ Armenia ] Fon Interval/Start Hour settings
AO [ Angola ]

AO_rep [ Angola ]

AQ [ Antarctica ]

Weekly (Day of Week)

AQ_rep [ Antarctica ] bwnioad Time' will be used
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection Th ri3e

Inspection (PSI) Rules Limits

Firewall / pfBlockerNG / Edit/ IPv4 (2]
Firewall / Rules / Edit =wEe
General  Update  Alerts  Reputation  IPve  IPv6  DNSBL  GeolP  Logs  Sync
Edit Firewall Rule
Action | Pass v IPv4 Settings
Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender, LINKS  Firewall Alias  Firewall Rules Firewall Logs
whereas with block the packet is dropped silently. In either case, the original packet is discarded.
Alias Name
Disabled [ Disable this rule Enter Alias Name (Example: Badguys)
Set this option to disable this rule without removing it from the list. Do not include ‘pfBlocker’ or 'pfB_ in the Alias Name, it's done by package

International, special or space characters will be ignored in firewall alias names.
Interface | waN v

List Description
Choose the interface from which packets must come to match this rule. v

List Settings (i)

Address Family 1Pva v
Select the Internet Protocol version this rule applies to.
o 1Pv4 Lists Auto v ON v
Protocol Tcp > Format State Source Header/Label
Choose which IP protocol this rule should match.
Add (PP

Add IP Address to One Blocking List One Package, Same Function

Assigns multiple URL lists of IP addresses in the Replacement of Countryblock and IPblocklist by
blocking list to one alias and then selects a rule providing the same functionality in one package.
action.
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection

Th X
Inspection (PSI) Rules Limits rive

Floating LocalNetworks WAN LAN DMZ WAN2 L2TP VPN IPsec OpenVPN

—_ Just One Software

Rules (Drag to Change Order)

States Protocol Source Port Destination  Port Gateway Queue Schedule Description Actions
o e
et ] Administrators can manage
) ¢ 6/803KiB IPv4TCP RemoteAdmin * This Firewall ~ admin ports * none Allow firewall admin .j_,[@ﬂ bl k, . th
ocking using one of the
VPN Rules i}
v 008 1Pv4 UDP 20301135 *  WANadd 1195 * OpenVPN from R Site2 C 1 f 1 H H
o i Sdhelmrss. RN blocking functions available in
O v 0/08B 1Pv4 UDP 203.0.1135 * WAN address 1194 (OpenVPN)  * none OpenVPN from Remote Site B es0on
.
O ¥ 0/08B IPv4 UDP . - WAN address 1194 (OpenVPN) * none Allow traffic to OpenVPN server ;Lf@ﬂ the ET FIreWG“ SOftWGre'
Public Services i}
0O v 008 1Pv4 TCP * * 103015  8O(HTTP) * none NAT HTTP to web server ts00n
O v 008 1Pv4 TCP bob * 10305 22 (SSH) £ none NAT Bob - SSH tsDon
O v 008 1Pv4 TCP sue * 103015  22(SSH) * none NAT Sue - SSH LeDotm
Misc i}
0 v 008 IPv4TCP/UDP  WAN net L 1812-1813 * none RADIUS from other test firewalls . ¢' D)@l
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection

Th X
Inspection (PSI) Rules Limits rive

Anti Spoofing e

Description Local ID Local IP Remote ID Remote IP Role Reauth Algo Status
° ° I DN BN c: BN - B < 76836 seconds 3DES_CBC ESTABLISHED
Avo‘d Fq ke I rqfflc Site) via WANB initiator (21:20:36) HMAC_SHA1.96 8522 seconds
PRF_HMAC_SHA1 (02:22:02) ago
MODP_1024

Sus p i C i ous tra fﬁ c sentto yo ur netwo rk can be 192.16846.0/24 Localc2d1834e  1721690.0/24  Rekey: 76843 seconds (21:20:43)  3DES_CBC Bytes-In: 306,501,854 (202.30 MiB)

Remote: 43379701 Life: 77878 seconds (21:37:58) HMAC_MD5_96  Packets-In: 4,054,607

Install: 8522 seconds (02:22:02) IPComp: none Bytes-Out: 366,279,224 (349.31 MiB)

prevented using an anti-spoofing feature Pacers o 27055

. .. . 192168.46.0/24 Local:c950e610  172.16.100.0/24  Rekey: 77072 seconds (21:24:32)  3DES_CBC Bytes-In: 443,520 (433 KiB)
h f d f Remote: d01a10fd Life: 77891 seconds (21:38:11) HMAC_MDS_96  Packets-In: 7,206
t Gt IS eGSy Or 0 m I nIStrqto rS to Con Ig u re' Ir:stall: 8509 seconds (02:21:49) IPComp: none Bytes-Out: 819,384 (800 KiB)

Packets-Out: 7,215

192.168.46.0/24  Local: cbd485b3 172.16.200.0/24  Rekey: 77143 seconds (21:25:43) 3DES_CBC Bytes-In: 11,256 (11 KiB)
Remote: 9cb02f46 Life: 77897 seconds (21:38:17) HMAC_MD5_96  Packets-In: 134
Install: 8504 seconds (02:21:44) IPComp: none Bytes-Out: 18,360 (18 KiB)

Packets-Out: 135

192.168.46.0/24  Local: c7fdSd3a 172.16.10.0/24 Rekey: 77059 seconds (21:24:19) 3DES_CBC Bytes-In: 11,340 (11 KiB)
Remote: 57372153 Life: 77902 seconds (21:38:22) HMAC_MD5_96  Packets-In: 135
Install: 8498 seconds (02:21:38) IPComp: none Bytes-Out: 18,360 (18 KiB)

Packets-Out: 135

192.168.46.0/24  Local: c8151ae9 172.16.11.0/24 Rekey: 76890 seconds (21:21:30) 3DES_CBC Bytes-In: 34,454 (34 KiB)
Remote: 0ed18177 Life: 77907 seconds (21:38:27) HMAC_MD5_96  Packets-In: 543
Install: 8493 seconds (02:21:33) IPComp: none Bytes-Out: 866,128 (846 KiB)
Packets-Out: 772

192.168.46.0/24  Local: cead6955 172.16.16.0/24 Rekey: 77227 seconds (21:27:07) 3DES_CBC Bytes-In: 11,340 (11 KiB)
Remote: 580108d8 Life: 77912 seconds (21:38:32) HMAC_MD5_96  Packets-In: 135
Install: 8488 seconds (02:21:28) IPComp: none Bytes-Out: 18,360 (18 KiB)

Packets-Out: 135
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Stateful Packet
Inspection (PSI)

GeolP Blocking

Anti Spoofing

Reserved Networks

Block private networks

and loopback addresses g, \.¢ traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per

RFC 4193 (fc00::/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

Block bogon networks [
Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
fouting table, and so should not appear as the source address in any packets received
This option should only be used on external interfaces (WANs), it is not necessary on local interfaces and it can potentially block required local traffic
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings

Connection
Limits

Time-Based

o@
Rules Thrive

Reserved Networks

Block private networks [
and loopback addresses gy ¢ traffic from IP addresses that are reserved for private networks per RFC 1018 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a

private address space, too

Block bogon networks
Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received
This option should only be used on external interfaces (WANS), it is not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.

Prevent Private Networks

The firewall checks every traffic. If a spoofing attempt
enters the network and originates from an IP address
that is detected to be spoofed, traffic from that
source will be prevented from entering.

Bogon Networks Block

Prevent traffic from bogon networks. ET Firewall can
be set to show fake traffic or unused subnets that
have been hijacked for malicious purposes.
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection

Th X
Inspection (PSI) Rules Limits rive

Overview Leases SADs SPDs

— Easy IPsec Setup
[PsscStas |

Description Local ID Local IP RemotelD ~ RemotelP  Role  Reauth Algo Status
I - o - B o vesse ds 3DES_CBC ESTABLISHED Wh IP t' H
Site) via WANB intitor (21:20.32;0“ : HMAC_SHA1 96 8522 seconds " en an sec connection is

PRF_HMAC_SHA1 (02:22:02) ago

enabled, the firewall
192.168.46.0/24  Local: c2d1834e 172.16.90.0/24  Rekey: 76843 seconds (21:20:43)  3DES_CBC Bytes-In: 306,501,854 (292.30 MiB) au tO ma t i cda I Iy a d d S ce rta i n

Remote: 42379701 Life: 77878 seconds (21:37:58) HMAC_MD5_96  Packets-In: 4,054,607
Install: 8522 seconds (02:22:02) IPComp: none Bytes-Out: 366,279,224 (349.31 MiB)

.
et rules to make the connection
192.168.46.0/24  Local: c950e610 172.16.100.0/24  Rekey: 77072 seconds (21:24:32)  3DES_CBC Bytes-In: 443,520 (433 KiB)
Remote: d01a10fd Life: 77891 seconds (21:38:11) HMAC_MDS5_96  Packets-In: 7,206
Istl 8509 seconds (122149 IPCampinons yies Ot 819364 (800K work properly.

Packets-Out: 7,215

192.168.46.0/24  Local: cbd485b3 172.16.200.0/24  Rekey: 77143 seconds (21:25:43)  3DES_CBC Bytes-In: 11,256 (11 KiB)
Remote: 9cb02f46 Life: 77897 seconds (21:38:17) HMAC_MDS5_96  Packets-In: 134
Install: 8504 seconds (0221:44)  IPComp:none  Bytes-Out: 18,360 (18 KiB)
Packets-Out: 135
192.168.46.0/24  Local: c7fd5d3a 172.16.10.0/24  Rekey: 77059 seconds (21:24:19)  3DES_CBC Bytes-In: 11,340 (11 KiB)
Remote: 5772153 Life: 77902 seconds (21:38:22) HMAC_MDS_96  Packets-In: 135

Install: 8498 seconds (02:21:38) IPComp: none Bytes-Out: 18,360 (18 KiB)
Packets-Out: 135

192.168.46.0/24  Local: c8151ae9 17216.11.0/24  Rekey: 76890 seconds (21:21:30)  3DES_CBC Bytes-In: 34,454 (34 KiB)
Remote: 0ed18177 Life: 77907 seconds (21:38:27) HMAC_MDS5_96  Packets-In: 543
| Install: 8493 seconds (02:21:33) IPComp: none Bytes-Out: 866,128 (846 KiB)
Packets-Out: 772

| 192168.46.0/24 Local: cead6955 172.16.16.0/24  Rekey: 77227 seconds (21:27:07)  3DES_CBC Bytes-In: 11,340 (11 KiB)
Remote: 580108d8 Life: 77912 seconds (21:38:32) HMAC_MDS5_96  Packets-In: 135
Install: 8488 seconds (02:21:28) ~ IPComp:none  Bytes-Out: 18,360 (18 KiB)
Packets-Out: 135

thr ve.co.id



Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection Th r’°3e

Inspection (PSI) Rules Limits

Name Busi Hours

Description Normal Business Hours

Time Based Firewall Settings —

August_16 :]
Time-based rules allow the ET Firewall to be = e T
activated during certain days and/or o
timescqleS. 8 9 10 1 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.

Time 9 b 00 | 17 k| 00 -

Time range description Work Week

Do




Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection Th r,-3e
Inspection (PSI) Rules Limits

Month August_22 v
Dat August_2022
Mon  Tue  Wed  Thu  Fi  Sat  Sun
1 2 3 4 5 6 7
8 9 10 1 - [IRE 14
15 16 17 18 19 20 2
i Schedule
Firewall / Schedules (2] » = 7 = 2 RS
29 30 31
Schedules
Name Range: Dete// Times  Nsms Description fitions; Click individual date to select that date only. Click the appropriate
Active_Working_Hour August 13-14/10:00-14:59 / Intership Day Only productive traffic is allowed dil weekday Header to select all occurrences of that weekday.
August1-5
August Bg |26 time (8 v 00 v 16 v 59 v
August15-1 —
TS Start Hrs Start Mins Stop Hrs Stop Mins
August 22-26 Select the time range for the day(s) selected on the Month(s) above. A full day is 0:00-23:50
August 29 - 31/ 8:00-16:59 / Office Weekdays
Time range description 8 work he
O ndicates that the schedule is currently active. b TR AR 2 work hour o J
A description may be entered here for administrative reference (not parsed)
+ Add

Set Firewall Uptime Use Schedule in Firewall Rules

The schedule must be defined before it can be used To create firewall rules using a specific schedule,

on firewall rules. Schedules are defined in a special create a new rule on the desired interface.
menu, and each schedule can contain multiple
timeframes.
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Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection Th r’o3e
Inspection (PSI) Rules Limits

Connection Limits R ———

Name Upload

Limit Connections Easily e e

50 & Mbit/s o none q

If neede.d, you can restrict ypur network
connection based on certain rules. g :

festination” slots is chosen a dynamic pipe with the bandwidth, delay, packet loss and queue size given above will be

created for each source; ination IP address , respecti This makes it possible to easily specify bandwidth limits
per host.

32 q 128 3
1Pv4 mask bits IPv6 mask bits
255.255.255.255/? isigiiigiiiginigiiigiigingiiigg

Description upload pipe
A description may be entered here for administrative reference (not parsed).

Advanced Options

Delay (ms)
In most cases, zero (0) should specified here (or leave the field empty).
| Packet Loss Rate Q)
In most cases, zero (0) should be specified here (or leave the field empty). A value of 0.001 means one packet in 1000 gets
| dropped.
Queue size (slots) 2]
In most cases, the field should be left empty. All packets in this pipe are placed into a fixed-size queue first, then they are delayed
by value specified in the Delay field, and then they are delivered to their destination.
Bucket size (slots) :

In most cases, this field should be left empty. It increases the hash size set. Rovya
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Thrive

t matching this rule can be marked and this mark used to match on other NAT/filter rules. It is called Policy filtering

State timeout

Specify Maximum Number of Source Set Maximum Number of Connections

Hosts Per Host

This option determines how many total source IP To restrict access on a per-host connection, use
addresses can be connected simultaneously for this  this setting. This value can limit the rule to a specific
rule. number of connections per source host, not the

total connection as a whole.



Stateful Packet GeolP Blocking Anti Spoofing Time-Based Connection

Th X
Inspection (PSI) Rules Limits rive

Match a mark placed on a packet by a different rule with the Tag option. Check Invert to match packets which do not contain this tag.

Max. states
Maximum state entries this rule can create os

Max. src nodes

Maximum Status Entry Per

Maximum number of unique source hosts

This setting works similarly to setting

r— the maximum number of connections

per host, but checks only status

T —— entries rather than tracking if a

pem— connection was established
successfully.

Max. connections

Maximum number of established connections per host (TCP only)

Max. src. conn. Rate
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One Firewall for Your Business

Secure your network with reliable ET Firewall software and tools
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Thrive

Get Free
Consultation

Discuss your IT requirements
with our customer support at

+62 822 9998 8870







